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IAPF [DC PENSION SCHEME] RISK REGISTER
SAMPLE OF TEMPLATE AND POTENTIAL INPUTS FOR INDIVIDUAL SCHEMES
Risk Profile 2016
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Red 

– Very High & High Risk

Amber
– Medium Risk

Green
– Low Risk

Beige
 
– Negligible Risk
Likelihood 


Impact

A = 
Very High

5 = 
Severe

B = 
High


4 = 
Major

C = 
Medium

3 = 
Moderate

D = 
Low


2 = 
Minor


E = 
Negligible

1 = 
Negligible

NOTE: The risks covered, the mitigation steps and ratings assigned in this document are for illustration purposes only. Trustees should carry out an exercise to review the risks faced by their pension scheme and assign ratings based on their understanding of these risks. 

Disclaimer This information is for guidance purposes only. It does not constitute actuarial, legal or professional advice. Professional, actuarial or legal advice should be obtained before taking or refraining from any action as a result of the contents of this publication. This information is intended as a guidance tool only and is not intended to be an exhaustive list of trustee/employer obligations. Every effort has been made to ensure that this information is correct, however no liability whatsoever is accepted by the IAPF, its servants or agents for any errors or omissions in the information contained in this publication or for any loss occasioned to any person acting or refraining from acting as a result of any statement in this publication. Any and all information contained in this publication is subject to change.

Governance, Strategic & Management Risk

	No.
	Potential Risk


	Potential Impact
	Risk Mitigation Steps
	Rating
	Owner
	Action

	1
	Employer is late in remitting contributions to the scheme 
	· Potential exposure to employer solvency issues, loss of investment opportunity, non-compliance with the legislation

	· Shorten payment periods, more active engagement with employer

· Review employer procedures for remitting contributions

· Warn employer of possible consequences for failing to remit on time
	C4
	
	

	2
	Employer fails to remit contributions to the Scheme within 21 days of the end of the month from the deduction/due date
	· Potential exposure to employer solvency issues, loss of investment opportunity, Pensions Authority action
	· Have action plan in place to deal with an actual failure to pay, early warning triggers, review administration report

· Understand what powers are available to trustees under the scheme trust deed and process for exercising them

· Have action plan in place to decide when to make a whistleblowing report to the Pensions Authority where appropriate
	C5
	
	

	3
	Loss of  experienced trustee, or loss of trustee effectiveness
	· Loss of direction/inadequate oversight, lack of continuity on trustee board
	· Have plan for dealing with loss of key man trustee

· Implement and review succession plan
	D4
	
	

	4
	Insufficient monitoring of third party  providers services. 
	· Failure to identify acts of maladministration

· Failure to ensure third party service providers act within their powers/mandate
· Risk of litigation


	· Monitor third party service providers and establish service level agreements (SLAs)  to clearly benchmark service providers performance against agreed objectives

· Suitable trustee indemnity insurance

· Authority levels clearly agreed and kept up to date
· Regular administration report
	C4

	
	

	5
	No clear record of how and why important financial management or other significant decisions were arrived at by the trustees
	· Risk of litigation
· May impact future trustee effectiveness 

· Loss of credibility


	· Hold at least two meetings a year (larger schemes will need to meet at least quarterly)
· Appoint a secretary and meetings should have pre-circulated agendas and papers and written records of attendance, proceedings and decisions

· Ensure meeting minutes capture relevant aspects of important decisions 

·  
	C4
	
	

	6
	Meetings not held in line with Deed or Constitution (for trustee companies)
	· Trustee may be acting outside of its powers

· Risk of litigation
	· Check trust deed and rules to see how  meetings are to be conducted
· Ensure quorum is met before starting meeting

· Understand & implement decision making rules as per deed/other documents (eg unanimous/majority)
· Corporate trustees will need to check their Memorandum of Association/Constitution to ensure trustee meetings are conducted in accordance with those requirements as well as what is set out in the trust deed and rules

· Any inconsistency between the trust deed and Memorandum of Association / Constitution on conducting trustee board meetings should be identified and amended appropriately.
	
	
	

	7
	Lack of engagement of appropriate advisors


	· Trustees are not properly advised

· Potential legal exposure to members if failure to obtain advice results in a material loss 
	· Trustees should ensure that they have advisers appointed to assist them when making decision on issues they do not have the expertise to make.

· Adviser recommendations should be debated by the trustees prior to any decisions being taken


	C4
	
	

	8
	Member records not complete or inaccurate
	· Potential legal exposure to members if failure to keep adequate records results in financial loss to members

· Members may not be traceable

· Breach of registered administrator responsibilities under the Pensions Act


	Keep detailed records relating to:

· members 

· financial data

· scheme information,

· scheme communications with members 

· member investment or benefit decisions

· scheme registration/amendments 

Periodic review of records and cross checking information sources 

Contact members regularly

SLA in place with registered administrator and specifically cover data requirements. Employer also needs to know role and responsibilities in this area
Carry out data audit if considered necessary

	C4
	
	

	9
	Failure to identify and manage conflicts
	· Trustees  or their advisers are conflicted

· Potential legal exposure

· Bad/inappropriate decisions are taken


	· Identify and maintain a register of trustees’ interests which could give rise to a conflict

· Register of interests to be reviewed and confirmed by trustees annually

· Have written conflicts of interest policy (trustees) and a separate policy for all advisers appointed by the trustees
· Regular trustee training 
	D4
	
	

	10
	Failure to maintain the confidentiality of the scheme’s affairs
	· Risk of litigation 

· Loss of credibility


	· Ensure the trustee board fully understands their duty of confidentiality to the scheme’s members.

· Understand service providers’ procedures to ensure confidential or personal data is held securely and safely.
	C4
	
	


Financial Risk

	No.
	Potential Risk


	Potential Impact
	Risk Mitigation Steps
	Rating


	Owner

	Action 


	11
	Failure to execute member investment decisions 


	· Missed investment opportunities

· Financial loss (member)
· Potential legal exposure


	· Ensure that suitable controls and processes are in place to record and execute member investment decisions in an accurate and timely fashion

· Include member investment directions as an agenda item & include in the administrator report

· 
	C4
	
	

	12
	Failure to put in place appropriate default investment strategy 


	· Missed investment opportunities

· Financial loss

· Potential legal exposure

· Non-compliant with legislation
	· Review the suitability of the default investment strategy annually in the context of the Scheme membership 

· Regularly communicate default investment strategy 
· Reserve the trustees’ ability to unilaterally vary that strategy in such communications
	C4
	
	

	13
	Members invested in inappropriate investment funds. 
	· Missed investment opportunities

· Financial loss

· Potential legal exposure
	· Engage with members
· Encourage members to consider the suitability of their investment choices regularly 
· Review communications

	C4
	
	

	14
	Failure to provide members with appropriate investment options
	· Missed investment opportunities

· Potential legal exposure to members if failure results in financial loss to members
	· Carry out annual investment “health check” with adviser

· Implement changes as necessary

· Carry out full investment strategy review every three years 
· Update SIPP
	C4
	
	

	15
	Failure to secure competitive and value for money investment and other services where such costs are borne by members.
	· Financial loss
· Potential legal exposure

	· Review investment manager and other service providers fees every three years to ensure trustees are getting value for money.
	C4
	
	

	16
	Failure to fully insure death in service benefits in line with the benefits payable under the terms of the scheme’s governing trust deed and rules.
	· Financial loss

· Potential exposure to legal claims by deceased member’s relatives
· Bad PR
	· Review benefits payable on death in service under the scheme’s governing trust deed and rules.

· Ensure full and accurate details of insured benefits provided to insurer.
· Ensure accurate membership details provided to insurer, eg up to date member salary details.
· Where there are different levels of benefits dependant on status:

· Advise members that it is their responsibility to notify the trustees in writing of any change in status (eg civil status)
· Add line to communications “members are only covered for the xyz benefits requested in writing by the member and if the trustees have confirmed in writing that the higher benefits apply”


	C4
	
	


Operational Risk

	No.
	Potential Risk


	Potential Impact
	Risk Mitigation Steps
	Rating
	Owner
	Action

	17
	Member communications do not effectively manage benefit expectations
	· Member dissatisfaction

· Potential legal exposure

· 
	· Review/update member communications to ensure members can understand the benefit they might expect based on current contribution levels. 
· Ensure communications explain how members can increase their chances of receiving an adequate benefit from the scheme.

· Provide online access to easy-to-use projection tools 

	C4
	
	

	18
	Untimely and/or incorrect payment of benefits due under the scheme
	· Member dissatisfaction

· Potential legal exposure

· Breach of Pensions Act

· Statutory fines
	· Monitor this at least annually

· Ensure member’s data is up to date and accurate

· Require administrator (via SLA) to automatically report to the trustees if any statutory timescales have been breached or if any errors have occurred

· Review administration report regularly


	C4
	
	

	19
	Member leaving service option forms not issued within statutory timescales
	· Member dissatisfaction

· Potential legal exposure

· Breach of Pensions Act

· Statutory fines
	· Monitor via administration report
· Ensure member’s data is up to date and accurate

· Require administrator (via SLA) to automatically report to the trustees if any statutory timescales have been breached or if any errors have occurred

· Review administration report regularly


	
	
	

	20
	Failure to conduct member directed investment in accordance with statutory “safe harbour” provisions in Section 59(2) of the Pension Act.
	· Member dissatisfaction

· Loss of statutory indemnity 

· Potential legal exposure


	· Ensure relevant provisions of the scheme trust deed and rules mirror the safe harbour legislation 

· Ensure all requirements identified and documented 

· Regular review and report


	D4
	
	

	21
	Key operational requirements are missed (e.g. timeline for the investment of contributions)
	· Missed opportunities

· Financial loss

· Breach of Pensions Act

· Statutory fines
	· Document and monitor all requirements, key dates etc.

· Review administration report
	C4

	
	

	22
	Fraud or error
	· Financial loss

· Damage to trustee credibility
· Potential legal exposure
	· Effective financial controls in place

· Effective oversight of third party service providers

· Regular contact with administrator

· Regular review of administration report
	D4
	
	

	23
	Operational disaster (flood/fire/IT).
	· Financial loss

· Damage to trustee credibility

· Potential legal exposure
	· Put business continuity plan in place
· Review all contracts with service providers for BCP plans 
	D4
	
	


Compliance Risk

	No.
	Potential Risk


	Potential Impact
	Risk Mitigation Steps
	Rating
	Owner
	Action

	24
	Lack of compliance with legislation (or misinterpret legislation), eg scheme details not up-to-date on Pension Data Register, Pensions Authority fees for the scheme not paid or not paid on time, trustee training not completed or not completed on time, SIPP not in place, IDR procedure not in place
	· Breach of Pensions Act

· Statutory fines

· Loss of credibility

· Potential litigation
	· Ensure all requirements identified and documented 

· Assign responsibility for completion

· Regular review and report

· Take appropriate advice as needed

· SLA in place with administrator that sets out roles and responsibilities in relation to member benefit statements and the Trustee Annual Report

· Regular contact with administrator

· Regular review of administration report
· Schedules regular training

· 
	D3
	
	

	25
	Administrator not registered with Pensions Authority
	· Non-compliance with the legislation


	·  Seek proof of up-to-date Registered Administrator status
	D4
	
	


Environmental Risk

	No.
	Potential Risk


	Potential Impact
	Risk Mitigation Steps
	Rating
	Owner
	Action

	26
	Negative shift in regulation or government policy 
	· Scheme exposed to new costs or  financial pressures
	· Support lobbying activity

· Monitor policy developments

· Membership of professional organisation
· Attend trustee networking/learning events
	D4
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